MnaTtexun. Onnata 6aHKOBCKOW KapTOM OHNanH

Halu cant nogknoYeH K UHTEPHET-3KBaNpUHry, 1 Bel MOxeTe onnatntb Ycnyry 6aHKOBCKOW KapTou
Visa unun Mastercard. Nocne nogteepxaeHns BelbpaHHoro ToBapa nmbo ycnyrim oTkpoeTcs
3aLMLLLEHHOE OKHO C MMaTEXHOW CTpaHULEN NpoLEeCcCMHroBoro LueHTpa TipTop Pay, roe Bam
Heobxoaumo BBECTU AaHHble Baluer 6aHkoBcKkom KapTbl. [ng AONOMHUTENBHON ayTeHTUdMKaLMK
aepxartens KapTbl ncnonb3yetca npotokon 3-D Secure. Ecnu Baw BaHk-aMUTEHT noaaepxusaeT
OaHHyl TexHonoruto, Bl ByaeTte nepeHanpasneHbl Ha ero cepBep 4118 NPOXOXAEHNS
JononHUTENbHON naeHTudunkaummn. Mingopmaumio o npasuiax u Metogax 4OMONHUTENbHON
naeHTMdmrKaumm ytodHanTe B baHke, BbigaseM Bam 6aHKOBCKYO KapTy.

Ycnyra oHnanH-onnaThl OCYLLECTBNAETCH B COOTBETCTBMU C NpaBuniaMmm MexxgyHapoaHbIX niaTexXHbIX
cuctem Visa n MasterCard Ha nprHumnax cobniogennst KoHduaeHumManbHoCcT 1 6e30nacHOCTU
COBEepLUEHNA nnartexa, 455 3TOro UCMorb3yTCH CaMble akTyanbHble METOAbI MPOBEPKN,
LWndpoBaHUA 1 Nepeaayn gaHHbIX MO 3aKpbiTbIM KaHanam cBA3vn. BBoa aaHHbIX GaHKOBCKOWM KapTbl
OCYLLECTBNSAETCA B 3aLUMLLEHHOM OKHE Ha nraTexHon cTpaHuue TipTop Pay.

B nonsi Ha nnaTexHon cTpaHuue TpebyeTcst BBECTY HOMEP KapThl, M1 BNagernbla kapTbl, CPOK
OeNCcTBMA KapTbl, TPEX3HAYHbIV Kog, 6e3onacHocTn (CVV2 ana VISA nnn CVC2 gna MasterCard). Bee
HeobXoAMMble AaHHble 0TOBpaXKeHbl Ha MOBEPXHOCTM GAHKOBCKOM KapThl.

CVV2/ CVC2 — 370 Tpéx3HayHbIl koa 6e30nacHOCTM, HaxoOsLmMIcst Ha 060pOTHOM CTOPOHE KapThbl.

[anee B TOM e OKHe OTKPOETCs cTpaHuua Balwlero 6aHka-amuTeHTa ans BBoga 3-D Secure koga. B
crnyyae, ecnu y Bac He HacTpoeH ctaTtuyHbIi 3-D Secure, oH ByAeT OTnpaBreH Ha BaLl HOMepP
TenedoHa nocpenctesom SMS. Ecnm 3-D Secure kog k Bam He npuwien, To cnegyeT obpaTtuTcs B BaLl
OaHK-OMUTEHT.

3-D Secure — 310 camasl coBpeMeHHasi TexHonorusi obecrneyeHns 6e3onacHOCTX NnaTexen no
KapTam B CeTu MHTEPHET. M03BONsEeT 0QHO3HAYHO NAEHTMULMPOBATL NOASNIMHHOCTL AepXaTens
KapTbl, OCYLLECTBISIOLLENO OnepaLuio, M MakCMMarbHO CHU3UTb PUCK MOLLEHHUYECKUX onepauuin no
KapTe.

FapaHTMK 6e3onacHocTH

MpoueccuHrosbi LeHTp TipTop Pay 3awmiiaeT n obpadaTbiBaeT AaHHble Baluer 6aHKOBCKOM KapThbl
no ctangapTy 6esonacHocTty PCI DSS 3.0. lNepenaya nHopmaumm B NaTEXHbIN LLUMH03 NPoMcXoanT
C NpUMEeHeHneM TexHonormn wndposaHma SSL. JanbHenwasn nepegada nHopmMmaumm npomcxoanT
Mo 3aKPbITbIM OAHKOBCKUM CETSIM, MMEOLLMM HaMBbICLLWIA YPOBEHb HaaexHocTh. TipTop Pay He
nepegaeT AaHHble Baluen kapTbl HAM U MHbIM TPETbUM NMuam. s 4ONONHUTENbHON
ayTeHTUMKauun aepxatens kapTbl ucnonb3dyeTtcst npoTokon 3-D Secure.

B cnyyae, ecnu y Bac ecTb BOnpockl N0 COBEPLLEHHOMY NriaTexy, Bel MoxeTe 06paTuTbest B Cyxoy
NOAAEPKKM KIIMEHTOB NIaTeXHOro cepBuca Mo anekTPoHHO noyTe support-kz@tiptoppay.inc.

Be3onacHOCTb OHNanMH-NNaTexen
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MpenoctaBnaemasi Bamu nepcoHanbHas nHdopmauusa (ums, agpec, TenedoH, e-mail, Homep
KpeauTHOW KapThbl) ABNAETCA KOHUAEHLUMaNsHOM 1 He NOANEXUT pasrnalleHuto. JaHHble Balen
KpeauTHOW KapTbl NepefaroTcs TONbKO B 3anMdpoBaHHOM BUAE U He COXpaHATcs Ha Hawem Web-
cepsepe.

BesonacHocTb 06paboTkm MIHTepHeT-nnatexen rapaHTupyet TOO «TipTop Pay Kazakhstanx». Bece
onepaumm ¢ NnaTexHbIM1 KapTaMu NPOMCXoadaT B coOTBeTCTBMM ¢ Tpeboannsamu VISA International,
MasterCard n gpyrnx nnatexHbix cuctem. [Npun nepegaye MHoOpMaLmm UCMomnb3yTCH
crneunannanpoBaHHble TEXHONOrMn 6e30nacHOCTU KAapTOYHbLIX OHNMANH-NNaTexen, 06paboTka AaHHbIX
BeAeTcsl Ha 6e30MnacHOM BbICOKOTEXHONOMMYHOM CEpPBEPE MPOLECCUHIOBON KOMMaHNN.

Onnata nnatexHbiMn KapTamMmu be3onacHa, NOTOMY 4TO:

e Cucrtema aBTOpM3aLMM rapaHTUpyeT NOKynaTernto, YTO NnaTexHble PEKBU3UTLI €ro NnaTexHoN
KapTbl (Homep, cpok aencteus, CVV2/CVC2) He nonaayT B PyKU MOLUEHHUKOB, TaK Kak 3Tu
AaHHble He XpPaHATCA Ha cepBepe aBTopu3auun U He MOTryT ObITb MOXULLEHbI.

e [lokynaTenb BBOOWUT CBOW NiaTexHble AaHHblE HENMOCPEACTBEHHO B CUCTEME aBTOpU3aLmm
TipTop Pay, a He Ha canlTe NHTEePHET-MarasuHa, criejoBaTerbHO, NaTeXHble PEKBU3UTHI
KapTO4Kku NokynaTens He 6yayT AOCTYNHbI TPETbUM NMLIAM.
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